Windows XP Sniffer Instructions

To turn on firewall logging, perform the following steps.

1. Right click on My Network Places and select Properties

','_\ Hetwork Connections |:||§| |_' |

File Edit ‘iews Favorites Tools Advanced Help ﬂ"
" =] 'ﬂ' ,OSearch [~ Folders v

Address ﬁ_, Metwork Connections v| Ew
A 23 Fronkier Dial-up
Network Tasks Ba| ol Area Connection

£Local Area Connection 2
Create anew

conneckion

#3 Set up a home or small
" office network

& Enable this network
by Enal
device

IEE Rename this conneckion

Changs settings of this
conneckion

Other Places L4

@ cContral Panel
\ﬂ Iy Metwork Places

My Documents
i My Computer

2. Select Local Area Connection.

3. Right click and select Properties.
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4. Select the Advanced Tab
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5. Check the Protect my computer and network by limiting or preventing access to
this computer from the Internet

6. Click the Settings button.

Advanced Settings

Services | Security Logging | ICMP
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7. Select the Security Logging Tab.

Advanced Settings

Services | Security Logging | ICMP

Logging Dptions:
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8. Under Logging Options, check the Log dropped packets option.
9. Make a note of the log file name (pfirewall.log) and path for future use.
10. Click Okay as needed to close the open windows.

A log file will be created as a Microsoft Notepad file. To view the log file, follow the
path that was specified in step 7 above. Using the path specified as an example, you

might do the following.

Open My Computer
Select the C drive

PR

Open the WINDOWS folder
Find the pfirewall.log file and open it.




Reading the Log File

The log file will look like this in Microsoft Notepad.

I pfirewall. log - Notepad

File Edit Faormak
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Wiew  Help

CBEX

#varson: 1.0 2
#software: Microsoft Internet Connection Firewall
#Time Format: Local
#Fields: date time action protocol src-ip dst-ip sro-port dst-port size tepflags topsyn topack topwin Tomptype iompcoc
2003-08-26 13:44:28 DROP UDP 10.3.16.11 255.255.255.255% 138 138 229 - - - - - - -
2003-08-26 13:44:29 DROP ICMP 10.3.8.34 10.3.16.36 - - 92 - - - - -
2003-08-26 13:45:00 DROP ICMP 10.3.12.33 10.3.16.36 - — 82 - - — - 8 0 -
2003-08-26 13:45:05% DROP UDP 10.3.16.48 10,3.19,255 138 138 237 - - - - - - -
2003-08-26 13:45:12 DROP ICMP 10.3.20.46 10.3.16.36 - - 82 - - - - 8B 0 -
2003-08-26 13:45:30 DROP UDP 10.3.32.36 224.0.1.22 1025 427 1728 - = = = = - -
2003-08-26 13:45:30 DROP UDP 10.3.32.36 224.0.1.22 1025 427 172 - - - - - - —
2003-08-26 13:45:31 DROP UDP 10.3.32.36 224.0.1.22 1025 427 156 - - - - - - -
2003-08-26 13:45:32 DROP UDP 10.3.32.36 224.0.1.22 1025 427 142 - - - - - - -
2003-08-26 13:45:50 DROP UDP 10.35.16.5 10.3.19,255 138 138 266 - - - - - - —
2003-08-26 L3.16.5 10.3.1%, 255 138 138 275 - - - - - - -
2003-08-286 L3.16.41 10.53.15.255 138 1 241 - - - = - - -
2003-08-286 P ICMP IO 3.36.8 10.3.16. 38 - 80 -
2003-08-26 L3.20.054 224.0.1.22 42082478 - - - - - - -
2003-08-26 .3.20.54 224,.0.1.22 424 X7 78 - - - - - - -
2003-08-26 L3.20.54 224.0.1.22 427 427 118 - - - - - - -
2003-08-286 L3.20054 224.0,1.22 427 427 118 - - - - - - =
2003-08-286 L2.12.3 10.3.16.36 5 2853083043 1771520048 3560
2003-08-26 2.12.3 10.3.16.36 574 3007 2853083043 1771520048 3560
2003-08-26 L2.12.3 10.3.16. 34 2853083043 1771520048 3560
2003-08-26 L2.12.3 10.3.146. 36 2853083043 1771520048 3560
2003-08-286 L2.12.3 10.53.16. 34 2853083043 1771520048 3560
2003-08-286 LAVBLTT 224,001,022 /1027 427 202 - - - - - - -
2003-08-26 LI3LELTT 224,001,220 1027 427 202 - - - - - - -
2003-08-26 L3LBLFT 224,000,029 1027 427 202 - - - - - - -
2003-08-26 .2.12.3 10.3.16.36 524 3007 41 A 2853083043 1771520048 3560
2003-08-286 LI3LBLFT 224,000, 92 1027 427 202 - - - - - - -
2003-08-286 : L3LBLFT 224,002 1027 427 136 - - - - - - -
2003-08-26 13:47:29/ DROP UDP 10.3.8.77 224.0.1./22 1027 427 136 - - - - - - -
o

Search for ICMP Action codes and a Size of 92. These are generated by machines that may have working viruses.

/




If the log file is large, you may wish to move the data into Microsoft Excel to use
advanced sorting or filtering capabilities.

1.

2.

Open a blank spreadsheet.

Go to File and then select Open

At the bottom of the Open window, change the Files of Type dropdown window

to read All Files (*.*)

Either enter the path and file name of the log file or use the browse features to
find and select the file.

When Excel opens the file, it will recognize that it is not an Excel formatted file

and give you the option of delineating the text with the Text Import Wizard.

Text Import Wizard - Step 1 of 3

The Text \Wizard has determined that wour data is Fixed Width,

If this is correck, choose Mext, or choose the data type that best describes your daka,

Criginal data type
L —ay e that best describes your data:

- Charackers such as commas or tabs separate each figld.

- Fields are aligned in columns with spaces between each Field,

Skart import ak [n:nw:e origin: 437 + OEM United Skates j

Preview of File C\WINDOA S pFirewall log.

Fields: date time action protocol sre-ip dst-ip sreo-port dst-p -

003-08-26 13:44:2% DROP ICHMP 10.3.8.34 10.3.16.36 - - 32 - - -
003-08-E& 13:45:00 DROP ICHMP 10.3.12.33 1l0.3.16.36 - - 3z - - _:J

‘ | i
Cancel | | Mext = | Einish |

4
L
& FO03-08-76 132:44:78 DROP UDP 10_3.16.11 ZLL_ZEE_ZLL_2EL 138 138
7
2

Choose the Delimited file type and Start the import at row 4 to avoid the header

information but still obtain the column names

Click on Next



8. Now Change the Delimiters selection from Tab to Space

From This

Text Import Wizard - Step 2 of 3

This screen lets ywou set the delimiters your daka conkains, You can see
hiows wour text is affected in the preview below,

Delimiters
v iTah [ Semicolon [ Comma

[~ Space [ Other: I_ Text gualifier: i

[ Treat consecutive delimiters as one

Data preview

EO03-023-EZ¢ 13:44:28 DROP UDP 10.3.16.11 EEE.ZE5E_ZEL_ =255 138 138 Z:fj

FO03-08-26 13:44:2% DROP ICHMP 10.32.8.34 10.3_1&6.36 - - 98 - - - -
FO03-08-26 13:45:00 DROP ICHMP 10.3.12_ 33 10.3_16.38 - — 3 - - =
FOO3-08-26 1353:45:05 DROP UDP 10.3.16.45 10.3_.129.255 138 135 237 -
FO03-08-26 13:45:1z2 DROP ICHMP 10_2. 2046 10.3_16.36 — — 9F - - - | 4

4 | 2l
Cancel < Back | Mext = | Einish |

To This

Text Import Wizard - Step 2 of 3

This screen lets wou set the delimiters wour data contains. You can see
b wour bext is affecked in the preview below,

Delimiters

[v Treat consecutive delimiters as one

[ Semicalon [ Comma

W Space) | Other: l_ Text qualifiers | h

Data preview

FO0Z-08-26 [L3:44:28 PROP UDP [0.3.16.11 EEG.Z5E_ZEE.Z2EE |13 L33 *
FOO3-03-26 |13:44:2% pPROP ICHMP P0O_3.5.34 |10_3.16_36

FOOZ-08-25 13:45:00 pROP ICMP PO_32.1F.33 10_32.1&.36 - -
FO0Z-08-26 13:45:05 pPROP [P pO_2.1&6.438 P02 19 2EE nzz (138
FOOZ-08-26 |13:45:12 pPROP [ICHMP Q0.2 Z0.46 10 3. 16326 =

1 | 2
Cancel | < Back | Mext | Einish

9. Now click on Next again.



10. No need to change data formats as provided by step 3 of the Wizard. Just click

Finish.

This screen lets wou select each column and set

advanced. ..

Data preview

Colurn data Farmat

the Data Format, % General
'General' converts numeric values to numbers, date " Text
values ko dates, and all remaining values ko bext, " Date; |MDY

" Do not jrmpart calurmn (skip)

ConerConcribencral Concral Conoran:
[ROP P |lO.5.16.11 [PE5.25E5.255_ 255 3z flzs|
LREOF ICMP lO0.3.8.324 [10.3.1&6.36 - -
DREOF ICMP lO.3.12.33 [10.3.16.36 - -
DEOP DP [LO.3.16.48 10.3.19.2G5 nzz pas
DREOF ICMP [lO.3.20.46 [10.3.16.36 - - -

! | il

Cancel | < Back |

The spreadsheet will open as shown.
E4 Microsoft Excel - pfirewall log, [Read-Only]

File Edit View Insert Format Tools Data  Window  Help -8 X
PG SRy {2 @ = -8 2 W@ - 3.
oriel -0 - B ZUSE=E=HE %%, W% DAL
Al - f= #ields:

A B c D E F G H | J K L il M 0 =
1 [#fields: ldate time action protocal  sre-ip dst-ip ste-port dst-pont | size tepflags  [tepsyn topack topwin icrmptyp ™
5 L
3 |8/26/2003 13:44:253 DROP UDP 10.3.16.11/255.256.2¢ 138 1358 229 - - - - -
4 |8/26/2003 13:44:29 DROP ICMP 10.3.8.34 10.3.16.36- - 92 - - - - g
5 |B/26/2003 13:45:00 DROP ICMP 10.312.3310.3.16.36 - - 92 - - - - 8
6 |8/26/2003 13:45:.05 DROP UDP 10.3.16.45/10.3.19.25 1358 135 237 - - - - -
7 |8/26/2003 13:45:12 DROP ISP 10.3.20.46/10.3.16.36 - - 92 - - - g
g |8/26/2003 13:45:30 DROP uopP 10.3.32.36/224.0.1.22 1025 427 172)- - -
9 |8/26/2003 13:45:30 DROP UDP 10.3.32.36/224.0.1 .22 1025 427 172 - -
10 |8/26/2003 13:45:31 DROP UDP 10.3.32.36224.0.1.22 1025 427 156 - -
11 |8/26/2003 13:45:32 DROP uopP 10.3.32.36224.0.1.22 1025 427 142 - -
12 |8/26/2003 13:45:50 DROP uoP 103165 [10.3.19.25 138 138 266 - -
13 |8/26/2003 13:45:50 DROP UDP 10.3.16.5 [10.3.19.25 138 1358 275 - -
14 |8/26/2003 13:46:20 DROP UDP 10.3.16.41/10.3.19.25 138 1358 241 - - -
15 |8/26/2003 13:46:26 DROP ICMP 10.3.368 |10.3.16.36- - 92 - - - 8
16 |8/26/2003 13:46:45 DROP UDP 10.3.20.54224.01 .22 427 427 78 - - -
17 |8/26/2003 13:46:45 DROP UDP 10.3.20.54224.0.1.22 427 427 78 - - -
18 | 872672003 13:46:46 DROP uopP 10.3.20.54224.01.22 427 427 118 - - -
19 |8/26/2003  13:47:14 DROP UDP 10.3.20.54224.01 .22 427 427 118 - - - - -
20 | 8/26/2003 13:47:17 DROP TCP 10.212.3 10.3.16.36 524 3007 41 A 2.85E+09 1.77EHI9 3560 -
21 |8/26/2003 13:47:17 DROP TGP 10.2.12.3 10.3.16.36 524 3007 41 A 2.85E409 1.77EH9 3560 -
22 |8/26/2003 13:47:18 DROP TCP 10212.3 10.3.16.36 524 3007 41 A 2.85E+09 1.77E+HD9 3560 -
23 |8/26/2003 13:47:19 DROP TCP 10.212.3 10.3.16.36 524 3007 41 A 2.85E+09 1.77E+H9 3560 -
24 |8/26/2003 13:47:22 DROP TGP 10.2.12.3 [10.3.16.36 524 3007 41 A 2.85E409 1.77EH9 3560 -
25 |8/26/2003) 13:47:26 DROP uopP 103877 (2240122 1027 427 202 - - - - -
26 | 8/26/2003 13:47.26 DROP UDP 103877 (224.01.22 1027 427 202 - - - -
27 |8/26/2003 13:47:27 DROP UDP 10.3.8.77 (224.01.22 1027 427 202 - - - - -
28 |8/26/2003) 13:47:27 DROP TGP 10.2.12.3 10.3.16.36 524 3007 41 A 2.85E409 1.77EH9 3560 -
29 |8/26/2003 13:47:28 DROP uoP 103877 2240122 1027 427 202 - - - - -
30 | 8/26/2003 13:47:28 DROP UDP 10.3.8.77 (224.01.22 1027 427 136 - - - -
31 |8/26/2003 13:47:29 DROP UDP 10.3.8.77 (2240122 1027 427 136 - - - - -
WOy wlipfiewali /T cmmTmomnmm o T4 W
Draw~ [3  Autoshapes» . \DO4[3:‘I. i &'i'é'
Reeady MUM




To sort the data in Excel:
1. Select the entire spreadsheet by clicking in the upper left corner of the sheet.
2. Click on Data on the top menu and pull down to select Sort.

3. You will see the following window:

Sort by
v] © dscending
" Descending
Then by
| ﬂ * fscending
" Descending
Then by
| ﬂ " pzcending
(" Descending
My lisk has
" Header row {* Mo header row
Qpkions. ., | Ik | Cancel |

4. First select My list has (Header row).

5. Now, the Sort by box will contain the column names. Select the column named
Action.

It will now look like this:

Sork b
.
C 2D  ascendng
(" Descending
Then by
| | f+ fscending
(" Descending
Then by

| ﬂ i+ Ascending
" Descending

My li
< {* Header row " Mo header raw

Qpkions. .. | (nls | Cancel

6. Click on OK.

7. The columns will now be sorted by Action and the ICMP designations will all be
together for easy location and further analysis.



